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DETAILED ACTION 



1. 



The amendment filed on 14 July 2005 has been noted and made of record. 



2. 



Claims 1-10 have been presented for examination. 



Response to Arguments 



3. 



Applicant's arguments with respect to claim 1-10 have been considered but are moot in 



view of the new ground(s) of rejection. 



4. 



See further rejection that follows. 



Claim Rejections - 35 USC § 103 



5. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

6. Claims 1 and 4-6 are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent No. 5,883,958 to Ishiguro et al., hereinafter Ishiguro, in view of U.S. Patent No. 5,457,746 
to Dolphin, hereinafter Dolphin. 

7. As per claims 1 and 4-6, Ishiguro teaches an information processing apparatus 
comprising: 

storage means for storing content data encrypted with an encryption key (column 3, lines 
54-65, i.e. "multiple sets of public keys used to encrypt the MPEG-coded video data retrieved 
from the DVD-ROM"); 

holding means for holding management information associated with said content data 
stored in said storage means, wherein said management information includes calculation 
information (Figures 5 [block 1 1], 6, 7, 1 1, column 3, lines 54-65, column 6, lines 20-36, column 
6, line 41 to column 7, line 41, column 8, liens 21-28, i.e. "multiple sets of public keys used to 
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encrypt the MPEG-coded video data retrieved from the DVD-ROM and associated validity flags 
are recorded as a key table," "invalid public key is indicated by a validity flag marked by an V" 
Since the calculation is dependent on the validity of the public key - the flag indicating whether 
the public key is valid/invalid serves as calculation information); 

memory means for storing the result of the calculation performed by said calculation 
means (column 4, lines 35-50, i.e. "the challenge calculated as described above is sent to 
controller of the MPEG decoder board"); 

control means for comparing the result of the calculation performed by said calculation 
means with a previous calculation result stored in said memory means and controlling use of said 
content data stored in said storage means in accordance with the result of the comparison 
(column 4, line 43 to column 5, line 15). 

8. Ishiguro does not disclose calculation means for performing a predetermined calculation 
on the basis of said encryption key and said calculation information, said calculation information 
including updateable information which is updated upon execution of a predetermined operation 
performed on the content data. 

9. Dolphin teaches calculation means for performing a predetermined calculation on the 
basis of said encryption key and said calculation information, said calculation information 
including updateable information which is updated upon execution of a predetermined operation 
performed on the content data (Figure 7, column 7, lines 21-28, column 9, line 52 to column 10, 
line 8). 

10. Both Ishiguro and Dolphin are related in the field of controlling access to distributed 
content. 
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11. It would have been obvious to one of ordinary skill in the art at the time the invention 
made to include calculation means for calculating information based on the encryption key and 
calculation information, since Dolphin states at column 2, lines 16-43 that such a modification 
would aid in protecting information from unauthorized access while providing security at both 
on the publishing and subscriber side. 

12. Claims 2, 3, and 7-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ishiguro in view of Dolphin, and in further view of U.S. Patent No. 6,75 1,598 to Yagawa et al., 
hereinafter Yagawa. 

13. Regarding claims 2 and 7, Ishiguro and Dolphin do not teach wherein said calculation 
means performs said calculation by applying a hash function to said calculation information and 
said encryption key. 

14. Yagawa teaches wherein said calculation means performs said calculation by applying a 
hash function to said calculation information and said encryption key (column 8, line 52-57). 

15. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply a hash function to the data, since Yagawa states at column 8, lines 52-57 that 
such a modification would serve as a way to authenticate to continue providing the content to the 
user. 

16. Regarding claims 3 and 8, Ishiguro and Dolphin do not disclose wherein said calculation 
information includes identification information identifying said data; and said holding means 
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holds said update information in an area which is not allowed to be read or written for a general 
purpose. 

17. Yagawa teaches wherein said calculation information includes identification information 
identifying said data (Figures 1 [block 46], 3 [block 46], 4 [block 436], 5 [blocks 442, 443], 8 
[blocks 632, 633, 638], 10 [block 86]; column 6, lines 30-55; column 8, lines 2-18; column 8, 
line 47 to column 9, line 21; column 10, line 55 to column 1 1, line 37; column 13, line 55 to 
column 14, line 43); and 

said holding means holds said update information in an area which is not allowed to be 
read or written for a general purpose (Figures 1 [block 22], 3 [blocks 44, 46], 5 [blocks 441, 442, 
443], 8 [blocks 632, 633, 638], 10 [block 84]; column 5, lines 42-56; column 6, lines 30-55; 
column 9, lines 7-21; column 10, line 55 to column 1 1, line 36; column 13, lines 18-38). 

18. Yagawa does not teach wherein said content data is music data. 

19. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply the invention of Yagawa to music data, since Yagawa states in columns 3 and 
4 that the present invention is directed to blocking the piracy of digital data and preventing the 
use of illegally obtained copies. 

20. As per claims 9 and 10, Ishiguro discloses an information system, comprising: 
storing content data (column 3, lines 54-65); 

comparing a previously calculated value with the hash value of the content data 
calculated (column 4, line 43 to column 5, line 15); and 
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controlling reproduction of the content data based on the result of the comparison 
performed (column 4, line 43 to column 5, line 15). 

21 . Ishiguro does not disclose setting a sequential number corresponding to the content data, 
the sequential number incremented by one when an operation is performed on the content data; 
calculating a hash value corresponding to the data by performing a predetermined calculation 
using at least a part of the content data and the sequential number; and wherein the calculated 
value is a calculated hash value. 

22. Dolphin discloses setting a sequential number corresponding to the content data, the 
sequential number incremented by one when an operation is performed on the content data 
(Figure 7, column 7, lines 21-28, column 9, line 52 to column 10, line 8); 

23. calculating a value corresponding to the data by performing a predetermined calculation 
using at least a part of the content data and the sequential number (Figure 7, column 7, lines 21- 
28, column 9, line 52 to column 10, line 8). 

24. Both Ishiguro and Dolphin are related in the field of controlling access to distributed 
content. 

25. It would have been obvious to one of ordinary skill in the art at the time the invention 
made to include calculation information, since Dolphin states at column 2, lines 16-43 that such 
a modification would aid in protecting information from unauthorized access while providing 
security at both on the publishing and subscriber side. 

26. Yagawa wherein the calculated value is a calculated hash value (column 8, line 52-57). 

27. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to apply a hash function to the data, since Yagawa states at column 8, lines 52-57 that 
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such a modification would serve as a way to authenticate to continue providing the content to the 
user. 

Conclusion 

28. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

29. The following patents are cited to further show the state of the art with respect to digital 
right's management, such as: 

United States Patent No. 6,256,391 to Ishiguro et al, which is cited to show preventing 
illegal copying of copyrighted media. 

United States Patent No. 6,519,701 to Kawamura et al, which is cited to show 
demanding an access right from a personal computer to a DVD. 

United States Patent No. 6,615,353 to Hashiguchi, which is cited to show controlling 
access to media using control equipment. 

United States Patent No. 6,138,203 to Inokuchi et al., which is cited to show enables a 
write once type disc to be used as a rewritable recording medium. 

United States Patent No. 5,978,812 to Inokuchi et al., which is cited to show enables a 
write once type disc to be used as a rewritable recording medium. 

United States Patent No. 6,144,969 to Inokuchi et al., which is cited to show converting a 
file name that can be distinguished by a given operating system that can be distinguished by a 
different operating system. 

United States Patent No. 5,673,3 16 to Auerbach et al, which is cited to show create, 
distribute, sell and control access to digital documents using cryptographic envelopes. 
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United States Patent No. 5,530,752 to Rubin, which is cited to show protecting software 
from unauthorized use and copying. 

30. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

31. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

32. Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Christian LaForgia 
Patent Examiner s\ 
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